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executive summary

The following table lists the DoDI 8500.2 IA Controls that are satisfied through this artifact.

	IA Control Number
	IA Control Name

	VIVM-1
	Vulnerability Management


1. overview

<INSERT SYSTEM OVERVIEW>.

The <SYSTEM NAME> Vulnerability Management Plan (VMP) contains policies and guidelines necessary to identify, mitigate and report system security patch and update status.
2. introduction

The <SYSTEM NAME> is concerned with threats, both potential and real, to their information systems and networks. The process identified to fulfill these requirements is titled the Information Assurance Vulnerability Alert (IAVA) process. This process is designed to provide a measure of risk avoidance within the overall risk management framework.

The IAVA process is intended to provide a means of obtaining positive control down to the <SYSTEM NAME> asset level. The information to be reported via the IAVA process consists of the numbers of systems on which the vulnerability exists, when compliance has been achieved, when an extension has been requested, and when an extension has been granted.

This guidance provides a single point of reference on how <SYSTEM NAME> will implement and maintain a proactive IAVA process. 

2.1 IAVA Process Overview

The IAVA process begins with vulnerabilities being identified by or reported to DISA. The DISA DOD-Computer Emergency Response Team (DOD-CERT) researches the vulnerability to determine the impact, severity, and means of correcting or mitigating the risk associated with the vulnerability. If the results of this analysis indicate a need for action, the DOD-CERT will perform one of the following actions:

1. Issue an Information Assurance Vulnerability Alert (IAVA) – requires acknowledgement and compliance,

2. Issue an Information Assurance Vulnerability Bulletin (IAVB) – requires acknowledgment only, or

3. Issue a Technical Advisory (TA) - notification only.

Once the Vulnerability Notice has been developed, the DOD-CERT notifies <SYSTEM NAME> point of contact, via approved communication channels, that an alert, bulletin, or technical advisory has been issued and that the details can be accessed at the DODCERT NIPRNET Web page http://www.jtfgno.mil/.
3. IAVA Implementation

<SYSTEM NAME>, upon receipt of an official notification of a vulnerability notice, has several will take the following actions:

1. Access the DOD-CERT Web Page and retrieve the entire vulnerability notice message.

2. Notify SA, ISSO, and all appropriate staff of the vulnerability notice and inform the staff to access the DOD-CERT Web Page and retrieve the vulnerability notice message.

3. Acknowledge receipt of the vulnerability notice notification to the SMDC IAM. Acknowledgement must be completed within 5 days unless otherwise specified in the vulnerability notification.

4. Assess the impact of the vulnerability, apply the fix or obtain an extension if corrective actions cannot be implemented within the specified timeframe. Report the status for each vulnerability notice as it applies to every applicable asset within the <SYSTEM NAME> area of responsibility.

5. Conduct random compliance checks on <SYSTEM NAME> assets to validate the information being reported through the command channels.

<SYSTEM NAME> can opt to make a vulnerability notice requirement more stringent than those required by the DOD CERT.

3.1 IAVA Extension Requests

<SYSTEM NAME>’s official response is via the IAM within 30 days from issuance of the vulnerability notice unless otherwise specified in the vulnerability notice.

If an extension is granted by the <SYSTEM NAME> Designated Approving Authority (DAA), the following considerations will be documented:

· The assessment of risk (e.g.; how vulnerable the environment is to the exploit)

· How the system(s) will be monitored for exploitation (e.g.; use of mitigating controls)

· A Fix Action Plan with a completion date

3.2 Compliance Status

Every <SYSTEM NAME> asset potentially affected by a vulnerability notice will be labeled with one of the following “Compliance Status” identifiers:

Open: “Open” means the <SYSTEM NAME> asset is impacted by a specific alert; however, no protective actions have been put in place. As a result, the vulnerability still exists. Most alerts are issued with a period of 30 days for compliance. An “open” status is acceptable during this 30-60 day period. However, if an asset becomes operational 30 days after the initial release of the alert, an “open” status is not acceptable.

Not Applicable: “Not applicable” means the SA, ISSO, ISSM or PM has determined a recently released alert does not apply to the operational configuration of a <SYSTEM NAME> asset. The responsible user who made this decision is required to maintain all documentation to justify the “Not Applicable” status. The <SYSTEM NAME> management hierarchy or the DAA may request the documentation. Also, the documentation may be reviewed during the IAVA compliance validation process.

Fixed/In Compliance: This status means the SA or ISSO has determined a <SYSTEM NAME> asset is applicable to a recently released alert and is in compliance with the official patch or fix.

Extension Requested: “Extension Requested” indicates that an extension request has been submitted for the <SYSTEM NAME> asset and is in the process of being reviewed. There are two types of extension requests. First, the extension can be used in the traditional sense where the <SYSTEM NAME> DAA accepts the mitigated risk associated with nonstandard official corrective action. Second, the extension can be employed by the <SYSTEM NAME> user to request additional time to allow for corrective action to occur. This would be used for situations where corrective actions cannot be implemented within the specified timeframe due to other factors (e.g.; equipment delivery, financial limitations, resource shortage, PMO actions, and other prerequisite tasks).

Extension Approved: This status indicates that an extension request has been approved for a specified timeframe. <SYSTEM NAME> management is responsible for continuing to address the problem and ensure that mitigating controls are in place. An extension may be granted for extended periods with <SYSTEM NAME> management involvement. See list below.

	Period
	Number of Days

	Management

	Fix Action Plan Requirement


	Original IAVA Compliance Period


	30 < original time period


	 IAM

	· Email tickler sent 15 days prior to compliance date polling activity fix status.

· If <SYSTEM NAME> asset will be in compliance – No action required.

· If <SYSTEM NAME> asset will not be in compliance – <SYSTEM NAME> IAM must submit a consolidated activity Plan of Action and Milestones (POA&M) to CIO 7 days prior to IAVA compliance date.

	1st Extension


	Not to exceed 30 days


	 IAM, DAA


	· Email tickler sent 15 days prior to compliance date polling activity fix status.

· If <SYSTEM NAME> asset will be in compliance – No action required.

· If <SYSTEM NAME> asset will not be in compliance – <SYSTEM NAME> IAM must submit a consolidated activity Plan of Action and Milestones (POA&M) to CIO 7 days prior to extension expiration.



	2nd Extension


	Not to exceed 60 days


	IAM, DAA


	· Email tickler sent at 15-day intervals for compliance status check.

	Additional Extensions (if required)


	Based on circumstances


	DAA

	TBD




Extension Denied: This status indicates that the <SYSTEM NAME> Designated Approval Authority evaluated and denied an extension request. The <SYSTEM NAME> SA/ISSO is responsible for immediately implementing corrective actions.

Extension Expired: This status indicates that an approved extension has expired for the <SYSTEM NAME> asset and that corrective actions must be implemented or that another extension request must be submitted.

4. Contact information

For further information about the IAVA bulletin itself, please contact the DODCERT Hotline at 703-607-4030, DSN 327- 4030, or 1-800-357-4231; or via NIPRNet email at iavacoordinator@jtfgno.mil  

Information pertaining directly to vulnerabilities is posted on the ASSIST web site at http://www.jtfgno.mil/. 
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