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executive summary

The following table lists the DoDI 8500.2 IA Controls that are satisfied through this artifact.

	IA Control Number
	IA Control Name

	DCCT-1
	Compliance Testing

	ECMT-1, ECMT-2
	Conformance Monitoring and Testing


1. overview

<INSERT SYSTEM OVERVIEW>
The <SYSTEM NAME> Security Test Plan (STP) contains policies and guidelines necessary to execute the security testing procedures for the <SYSTEM NAME> system to ensure compliance with the identified security requirements.
2. introduction

<SYSTEM NAME> is required to undergo security testing to determine its compliancy with the Department of Defense (DoD) Information Assurance (IA) Controls and security requirements.  In order to achieve an Interim Approval to Operate (IATO), <SYSTEM NAME> must meet the criteria documented within the IA Controls and the <SYSTEM NAME> IA requisite security requirements.  

This document has been created in order to specifically define the baseline security testing approach, objectives, and procedures that will be utilized during the testing phase of <SYSTEM NAME>.  It serves as a program management tool for scheduling activities and resources, and as a technical specification for the execution of the security testing.

The <SYSTEM NAME> Security Test Plan provides the outline for the technical security test execution.  This plan presents the test cases needed to demonstrate that <SYSTEM NAME> implements all security requirements, and contains specific guidelines on how the test is to be conducted.  The general method for accomplishing this is as follows: 

a. Consolidate Security Requirements from applicable laws and regulations.

b. Group each Security Requirement into like subjects for implementation into one or more test case.

c. Develop test cases.

d. Expand each test case into detailed test procedures.

2.1 Scope

The security testing will be conducted against <SYSTEM NAME> and will exercise the security of the system afforded by <SYSTEM NAME> in its current deployment configuration.  Hardware and application software configurations will be examined throughout the security test process, utilizing the methods depicted throughout this document.  The issuance of an IATO/ATO relies on the risk factor of <SYSTEM NAME> upon successful completion of test scenarios and objectives as documented in the <SYSTEM NAME> risk assessment report. 

This security test plan addresses <SYSTEM NAME> as an integration of the platform, application software, and network.  The plan specifies security test requirements for the operating system, application software, and network devices to ascertain the level of compliance with Department of Defense Directive (DoDD) 8500.1, "Department of Defense Information Assurance," and <SYSTEM NAME> IA requisite security requirements.

3. Security Test Approach and Security Test Boundary

In order to successfully perform the ST&E, the <SYSTEM NAME> Information Assurance (IA) team will utilize pre-determined methodologies and tools to measure <SYSTEM NAME> compliance with the security requirements.  

The <SYSTEM NAME> ST&E activities will include the following elements:

· Automated vulnerability assessment scans

· DISA Security Readiness Reviews  (SRR) script testing  

· Documentation review: available security documentation that is provided will be reviewed for quality and completeness based on the IA Controls set forth in the DoDI 8500.2 and AR 25-2. 

3.1 Security Test Team

3.1.1 Test Director

The Test Director is responsible for ensuring that the DoD policies are enforced during the test and by the Test Team.  All modifications of or deviations from the documented test procedures must be approved by the Test Director.  Test Team members and test support personnel will be briefed by the Test Director as to their duties, test objectives, test schedules, etc., prior to the start of testing. During actual testing the following guidelines will apply, and the Test Director will:

· Validate that fully qualified operators are provided by the user organization. (Operator proficiency is an important part of the certification process.)

· Validate that only test messages approved and authenticated by the Test Director will be used during testing.

· Verify that all external communications requirements have been properly coordinated. 

· Validate that the results of each test step are correct and properly documented prior to performance of the next step.

· Verify that a test log is maintained.

In the event of an equipment malfunction, software problem, or any other discrepancy, the Test Director, in coordination with the Test Team members, will determine if the test should proceed or halt until the problem is corrected.  In the event the testing is allowed to proceed, any portion of the test that is bypassed will be re-tested.  For hardware problems, the contract maintenance engineer will be consulted.

3.1.2 Test Coordinator

· The Test Coordinator is responsible for but not limited to the following:

· Organizing the Test Team.

· Obtaining a site point of contact for administrative support of the Test Team and the Pre-Test Team.

· Preparing the Test Report.

· Ensuring that all documents required at test time are made available for the Test Team.

· Ensure that the test facilities, personnel, software and equipment are prepared and ready to support the test.

· Schedule all meetings, briefings or courtesy visits deemed necessary by the Test Director.

· Schedule all external communications requirements in advance, and verify at least 24 hours prior to scheduled certification. A final confirmation should again take place approximately 30 minutes prior to scheduled time of use.

· Confer with the Test Director to resolve anomalies.

3.1.3 Test Team

The Test Team will work for the Test Director.  The Test Team should be assembled prior to the Director’s arrival, and will remain in force until released by the Test Director.  The Test Team must be readily available during scheduled test periods and will be responsible for but not limited to the following:

· Ensure that all sensitive material generated during testing is collected, properly marked, and safeguarded as applicable.

· Ensure that all hard copy test results generated during testing are retained until analyzed and released by the Test Director.   

· Be familiar with the location of operational and security related documents and know how to use them.

· Be familiar with and practice compliance to DoD, Service/Agency and local security regulations and policies.

3.2 Security Test Execution

3.2.1 Verification Method

This section addresses the methods used to verify requirements compliance at all levels of testing.  The verification methods are as follows:

a. Document Review:  The organization has the requisite policy in place and available for review.

b. Test:  The operation of the system, or a part of the system, using instrumentation or other test to collect data for later analysis.  For example, a number of auditable events occur and data on these events is collected for further analysis.

c. Observation:  The visual examination of the operation to determine compliance.

d. Interview:  Discussion between the responsible parties to ensure compliance with the requirement

In most cases only one method is associated with the verification of a specific requirement; however, more than one method may be applied in some cases.

3.2.2 Security Test Structure

This section defines the structure of the test worksheets, which are the product of the ST&E plan.  Worksheets identify each test in terms of the area of testing performed. The test worksheets consist of the following fields:

	Security Test Structure

	Test Field
	Field Description

	Test Number
	This is a sequential number within each discipline or functional area.  There is no prioritization within the functional area; however, the flow of the ISSP paragraphs is evident.

	Title
	This is a plain English description of the specific portion of the functional area being addressed by the test.

	Objective
	This is the statement of the ISSP objective and validation statement(s) upon which the test cases are developed.

	RTM Number
	Requirement Statement number that the test case is traceable to

	Comments
	Required for any deficiencies or deviations from the expected results.  Any specific items of security relevance should be noted here.

	Result
	The result of the worksheet can be either “Pass,” i.e., successful completion of the test procedure with achievement of the expected results, “Fail,” i.e., unsuccessful in achieving the test procedures expected results, or “Not Applicable,” i.e., determination made during test execution that the procedure does not actually apply.


3.3 Test Results

Each test case under each worksheet’s “Test Execution” section will be conducted.  Deviations from the “Expected Results” will be assessed to consider whether the test case was invalid or if the test case exhibited a failure to comply with the security objective and associated requirement.

After completion of the “Test Execution” on each worksheet, the test worksheet will be marked as either “Passed,” “Failed,” or “Not Applicable.”  If any part of the test case fails to provide the “Expected Results,” the worksheet will be marked as “Failed.”
	Test Results

	Result
	Definition

	Pass
	The stated test objective is met.

	Fail
	The stated test objective is not met.

	Deferred
	The stated test objective is deferred for future execution.  The reasoning for each deferment, including when the deferred test will be executed, will be explained individually in the Test and Evaluation (T&E) Report.


Before a test is declared a failure, based upon unexpected results, the Test Director must ensure that the error is not document related.  If the observed output is identical to the expected result, (other than expected, specified exceptions such as date and/or time), then the test is determined to be successful and the step being executed is so marked in both the test log and the test procedure document, if required.  Any result other than the “expected” result must be analyzed to determine whether a failure has occurred or whether the expected result identified in the test procedure is in error.  If the latter occurs, the proper annotations must be made in the Security Test and Evaluation Procedures.  If the results are determined to constitute a failure, further analysis must be performed to determine if (1) retesting can be done immediately without interfering with future test steps, or (2) it is necessary to digress to an earlier system state to determine if it is more efficient to perform a retest now or at a later time.  Should the failure be catastrophic in nature, the Test Director must determine the appropriate action to be taken.  In all cases, the proper annotations must be made in the test log and/or test procedures.

3.4 Assumptions and Constraints

General limitations under which the security test will be conducted are as follows:

· Security testing will be limited to the specific elements described throughout this document

· The <SYSTEM NAME>  IA Team will not disrupt mission operations 

· The <SYSTEM NAME> IA team will perform testing after hours or otherwise as mutually agreed upon

A minimum of fifteen (15) days is typically required for performing security testing.  This period does not account for any hardware, software, data, or test procedure problems encountered during the security testing. Requirements to extend the security testing duration must be approved by each participants governing official.

The following assumptions are made during the security testing:

· Test <SYSTEM NAME> user accounts will be created in advance and used during security testing 

· The hardware and software configuration will remain unchanged for the results to be valid

· The <SYSTEM NAME> Information Assurance (IA) Team will have access to documented security procedures or operating instructions

· During the DIACAP process, the <SYSTEM NAME> IA Team will review and validate all changes and fixes to the vulnerabilities identified during the baseline scan

· <SYSTEM NAME> Program Office personnel will comply with all applicable established DoD security policies, standards and guidelines throughout the network development lifecycle

<SYSTEM NAME> will operate in a secured environment in accordance with site operational and environmental procedures to ensure that risk to confidentiality, integrity, availability, and accountability of the information and network remains acceptable.

3.5 Risk Assessment

Failed test objectives will be assigned a level of added risk in the Residual Risk Assessment according to the following scale:
	Risk Scale

	Result
	Definition

	Low
	A failed test objective is assigned low risk when the failure has minimal impact on the secure operation of the system or when simple procedures can mitigate the residual risk associated with the failure.  The DAA should cautiously accept a system configuration for operational use if it has low risk failures and strictly follows any procedures provided to mitigate risk.

	Medium
	A failed test objective is assigned medium risk when the failure impacts the secure operation of the system and procedures are not available to mitigate the risk.  The DAA is discouraged from accepting the system configuration if any medium risk failures are found and should not accept the system with multiple medium risk failures.

	High
	A failed test objective is assigned a high risk when the test objective is critical to the secure operation of the system.  The DAA should not accept the web server configuration for operational use if any high risk failures occur.


4. Available <SYSTEM NAME> IA Testing Tools

In order to complete the risk assessment against <SYSTEM NAME>, the <SYSTEM NAME> IA Team will utilize Defense Information Systems Agency (DISA) Security Readiness Review (SRR) scripts and/or automated vulnerability assessment tools.

Department of Defense Directive (DoDD) 8500.1 establishes policy and assigns responsibilities to the Defense Information Systems Agency (DISA) to develop and provide security configuration guidance for IA and IA-enabled IT products in coordination with the National Security Agency (NSA).  Paragraph 4.18 of the 8500.1 states, “All IA and IA-enabled IT products incorporated into DoD information systems shall be configured in accordance with DoD-approved security configuration guidelines.”  DISA Field Security Operations (FSO) develops the guidelines, which are called Security Technical Implementation Guides (STIGs).  

The <SYSTEM NAME> IA Team will utilize the following tools specifically for the <SYSTEM NAME> vulnerability assessment and IATO effort:

· DISA SRR Scripts, and Manual Checklists for Windows, Active Directory, DNS, Web, Application Services, Network, Enclave and Secure Remote Computing will be used to complement and enhance the automated scans where applicable

· eEye Digital Security Retina Scanner (internally) for local security policy evaluation, on the enclave and all hosted devices

· eEye Digital Security Retina Scanner (externally & internally) for system and vulnerability identification and policy compliance checks against the enclave and all hosted devices

4.1 DISA Security Readiness Review Scripts

The Windows, Web and Database SRRs are script tools that have been designed with the intent of verifying NSA and DISA security policies. They have been developed in accordance with, and conforms to, the security features provided by the Windows operating system. The actual procedures that are performed using the SRR script are developed and maintained by DISA Field Security Operations (FSO).

In order to run the SRRs on the host operating system, the <SYSTEM NAME> IA team must run them locally on the target system.  Once executed, the SRRs collect security-related information from the operating system being scanned and stores the information in flat text file, entitled “Findings.txt”, which is then reviewed.  The reviewer must examine this file once the scans are complete to determine if all reported findings are valid.  Should the scripts be unable to determine if a “finding” is present, they will err on the side of security and it is the <SYSTEM NAME> IA Team’s responsibility to decide if findings exist.

4.2 Automated Vulnerability Assessment Tools

The <SYSTEM NAME> IA Team utilizes eEye Digital Security Retina Scanner for automated vulnerability scanning/detection. The <SYSTEM NAME> IA Team will use the eEye Digital Security Retina Scanner standard “ALL AUDIT” policy that is shipped with the product.  

5. residual risk assessment
The Residual Risk Report will be completed prior to release of the Test Team and their departure from the test site.  The “Findings and Requirements” section of the Residual Risk Report may be completed as the test progresses and will contain a detailed explanation of all test results constituting a failure or determined to be in error.  Each test “Finding” will result in either: (1) a requirement, (2) a recommendation, (3) a comment, or (4) a combination thereof.  Any member of the Test Team has the right to express their opinion or comment even when other members are not in agreement.  In many cases, the requirements can be satisfied “on the spot” or, at least, prior to departure of the Test Team.  If this occurs, the Test Report will reflect that the requirement has been satisfied.  Requirements not satisfied prior to Test Team departure will be identified as outstanding requirements and will carry one of three categories of recommendation: 

· it is determined to be of such a nature that it must be fixed before an Interim Approval to Operate can be granted; or

· it is determined to be of such a nature that it will not prevent the Interim Approval to Operate from being granted, but must be fixed before a final accreditation approval can be granted; or 

· it is determined to be of a minor nature that must be resolved but will not prevent the system from becoming operational.  Also found in this section may be findings that result in no requirement to the site, but are provided as recommendations only (e.g., recommendations that may “streamline” or improve an operational procedure).

The “Recommendations” and the “Conclusion” sections will be prepared by the Test Director at the appropriate time and will be provided to the site in sufficient time to be included in the Test Report, as will the “Discussion” section when applicable.  These sections will be prepared upon completion of all inspections, tests and test analyses and will contain at a minimum a summary of all findings, requirements, and recommendations; and will indicate their status at test completion (either completed or outstanding).  Based on the type and quantity of outstanding requirements, the Test Director will include in the report a recommendation to the DAA to either:

· grant an Interim Approval to Operate to begin immediately;

· grant an Interim Approval to Operate to begin at a later date, pending satisfactory completion of certain outstanding requirements; or

· fail to grant security accreditation due to serious hardware, software or security-related problems that cannot be resolved in the near future and are such that, upon resolution, would require a complete security retest.
6. Security Test Results

The following tables details, at a high level, those security tests that did not adequately pass validation. The Residual Risk Assessment Report will contain mitigations and corrective actions.

	Requirement #
	Description
	Regulation
	Category Level

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


7. Security Test Cases and Scenarios

The following appendices contain the test cases/scenarios were performed against <SYSTEM NAME> to validate compliance. 
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