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executive summary

The following table lists the DoDI 8500.2 IA Controls that are satisfied through this artifact.

	IA Control Number
	IA Control Name

	EBRP-1
	Remote Access for Privileged Functions

	EBRU-1
	Remote Access for User Functions


1. overview

<INSERT SYSTEM OVERVIEW>.

2. introduction

This Secure Remote Computing Guide provides the technical security policies and requirements for providing a secure remote access environment to users of <SYSTEMNAME>. This document discusses both the remote user environment and the network site architecture that supports the remote user. This guide is not a guide to telecommuting as a policy or practice; rather it is a guide to securing <SYSTEMNAME> assets within a remote access environment. 

There are numerous advantages to remote access including the following: 

· Allowing flexible work schedules 

· Providing “road warriors” and teleworkers the advantage of accessing the <SYSTEMNAME> 

· <SYSTEMNAME> System Administrator access to resolve problems remotely 

· Increased productivity due to an improved work and home life balance 

· Reduction of operational overhead (e.g., office space, infrastructure costs, less sick leave, flexibility) 

· Environmental advantages such as the reduction in traffic and commuting times 

· The ability to better provide for disadvantaged workers 

As with any advantage, there is usually a security cost associated and remote access is no exception. The intent of this Guide is to include security considerations at the <SYSTEMNAME> and remote user level that are needed to provide an acceptable level of risk for information as it is transmitted to and from the <SYSTEMNAME>. 

2.1 Types of Remote Access
There are varying sensitivity levels when initiating remote access to <SYSTEMNAME> and the resources it contains. The following levels are defined to differentiate the types of remote access users, which are used to clarify differing requirements based on the type of access required by the user. For Administrative or End-User access to <SYSTEMNAME>, the remote device is controlled or owned by <SYSTEMNAME> to allow for confiscation and review at any time. These requirements pertain to any asset within <SYSTEMNAME>, excluding those resources specifically designed for public access (e.g., resources residing in a DMZ such as a web server). 

Administrative Access – Remote users who will be connecting to <SYSTEMNAME> to perform any system administration duties to include troubleshooting, configuration changes, and reviewing any system or configuration data, regardless of system type. This type of access requires the most stringent security controls and <SYSTEMNAME> users must use <SYSTEMNAME> owned or controlled devices. Administrative Access will employ encryption. 

End-User Access – Remote users who will be accessing, downloading, or uploading data. The “end-user” remote access level requires that users do not make any <SYSTEMNAME> configuration changes or view <SYSTEMNAME> configuration information. This type of access requires medium security controls on the remote system and <SYSTEMNAME> users must use <SYSTEMNAME> owned or controlled devices. End-User access includes customers who access, change, or download <SYSTEMNAME> data via Telnet and other clear-text terminal emulators. 

Limited (General) Access – Remote users who are viewing content or sending e-mail, but are not altering or entering <SYSTEMNAME> data (e.g., viewing e-mail via a webmail application such as Outlook for Web Access [OWA] or accessing a <SYSTEMNAME> web site). This type of access will require minimum-security controls and <SYSTEMNAME> users may use personal computers or devices if approved by the <SYSTEMNAME> DAA.
3. compelling needs
List compelling operations that require remote access
4. architecture
The following sections describe the remote access solution from a technical perspective.
4.1 Overview
<INSERT DIAGRAM>
4.2 Identification and Authentication

Verify users are authenticated against an external directory service (i.e., RADIUS, TACACS+, Active Directory, LDAP)
Ensure that passwords used for remote access comply with IAIA -1 and IAIA-2
4.3 Encryption

<SYSTEMNAME> Administrative access requires the use of encryption on all communication channels between the remote user and <SYSTEMNAME>. The following encryption technologies are implemented:
	Name
	Algorithm
	Validation Status
	Certificate Number

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


4.4 Audit

Verify a complete audit trail of each remote session recorded to include who connected, when and for how long.
Verify that the audit logs record detailed remote session information (e.g., date/time, user ID, type of event, success/failure)
4.5 Intrusion Detection

Verify user network traffic is monitored by an intrusion detection system.

apPENDIX a—SECURITY CHECKLIST
	Remote Access Security Checklist
	YES
	NO

	Anti-virus Software

	Is anti-virus software installed? 
	 
	 

	Are the latest virus definitions installed and updated on a regular basis (weekly)? 
	 
	 

	Is the anti-virus software performing a system scan at each boot? 
	 
	 

	Personal Firewalls

	Is a personal Firewall installed (e.g., McAfee Desktop Firewall, Norton Personal Firewall)? 
	 
	 

	Is the firewall configured to lock out network access during periods of inactivity (when the screensaver activates or the computer is not in use)? 
	 
	 

	Are all DDoS and NetBios ports blocked as directed by the Network Infrastructure STIG, Appendix G? (e.g., 31337,6669,6776, 137-139, etc) 

(For a complete list, see your network/system administrator.) 
	 
	 

	Is the firewall configured to log suspicious activity and alert the user, to include outbound connection attempts? 
	 
	 

	Is the firewall set to at least a medium level of security? 
	 
	 

	Operating System

	Is the Operating System STIG compliant? 
	 
	 

	Are all security-related patches installed for the OS and any additional fixes as required by IAVAs? 
	 
	 

	Are all security-related patches installed for additional software (e.g., Word, IE, etc.) and fixes performed as required by IAVAs? 
	 
	 

	Is file/data encryption being employed? 
	 
	 

	Internet Browser

	Is the Internet browser software (i.e., Netscape) configured according to the Desktop STIG? 
	 
	 

	Is Mobile Code limited as directed in the DOD Mobile Code policy and as directed in the Desktop Application STIG? (ActiveX, JavaScript, etc.) 
	 
	 

	Disaster Recovery

	Is all Government data being backed up on a regular basis? 
	 
	 

	Is the device in a secure location or protected from non-Government usage? 
	 
	 

	Are access controls in place to limit use by those who are not authorized to use Government equipment? 
	 
	 


apPENDIX b—AUTHORIZED USERS

	Name
	Type of Access
	Remote System
	Agreement Signed?
	Checklist Completed?
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