For Official Use Only (FOUO)
<SYSTEM NAME>Physical and Environmental Artifact

Department of Defense (DoD)

Information Assurance Certification and Accreditation Process (DIACAP)
Physical and Environmental Artifact
VERSION 1.0.0

FOR

<SYSTEM NAME>
<INSERT CLIENT LOGO>
DISTRIBUTION IS LIMITED TO U.S. GOVERNMENT AGENCIES AND THEIR CONTRACTORS.

OTHER REQUESTS FOR THIS DOCUMENT MUST BE REFERRED TO: <CLIENT NAME>
Template developed by: I-Assure, LLC. http://www.i-assure.com.
This page intentionally blank

change log

This record shall be maintained throughout the life of the document. Each published update shall be recorded. Revisions are a complete re-issue of entire document. A revision shall be made whenever the cumulative changes reaches ten percent (10%) of this document’s content.

	CHANGE / REVISION RECORD

	Date
	Page/Paragraph
	Description of Change
	Made By:

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


tABLE OF CONTENTS

21.
overview


22.
Environmental controls


22.1
Emergency Lighting (PEEL-1, PEEL-2)


22.2
Humidity Controls (PEHC-1, PEHC-2)


32.3
Temperature Controls (PETC-1, PETC-2)


32.4
Environmental Control Training (PETN-1)


33.
Fire safety


33.1
Fire Detection (PEFD-1, PEFD-2)


43.2
Fire Inspection (PEFI-1)


43.3
Fire Suppression System (PEFS-1, PEFS-2)


44.
Power controls


44.1
Master Power Switch (PEMS-1)


54.2
Voltage Regulators (PEVR-1)


55.
Data access


55.1
Screen Lock (PESL-1)


65.2
Clearing and Sanitizing (PECS-1, PECS-2)


65.3
Data Interception (PEDI-1)


66.
physical access


66.1
Access to Computing Facilities (PECF-1, PECF-2)


66.2
Physical Protection of Facilities (PEPF-1, PEPF-2)


76.3
Physical Security Testing (PEPS-1)





executive summary

The following table lists the DoDI 8500.2 IA Controls that are satisfied through this artifact.

	IA Control Number
	IA Control Name

	PEDI-1
	Data Interception

	PEEL-1
	Emergency Lighting

	PEFD-1, PEFD-2
	Fire Detection

	PEFS-1, PEFS-2
	Fire Suppression

	PEHC-1, PEHC-2
	Humidity Controls

	PEMS-1
	Master Power Switch

	PEPS-1
	Physical Security Testing

	PESL-1
	Screen Lock

	PESP-1
	Workplace Security Procedures

	PESS-1
	Storage

	PETC-1, PETC-2
	Temperature Controls

	PETN-1
	Environmental Control Training

	PEVC-1
	Visitor Control to Computing Facilities

	PEVR-1
	Voltage Regulators

	PEFI-1
	Fire Inspection

	PECF-1, PECF-2
	Access to Computing Facilities

	PEPF-1, PEPF-2
	Physical Protection of Facilities

	PECS-1, PECS-2
	Clearing and Sanitizing


1. overview
<INSERT SYSTEM OVERVIEW>
The Physical and Environmental Artifact describes the <SYSTEM NAME>controls associated with environmental and personnel threats.  This involves identifying environmental, physical, and personnel safeguards that mitigate the associated risks to the <SYSTEM NAME>Information System (IS) and explaining how these controls collectively satisfy the protection objectives of the DoD IA Controls.
2. Environmental controls

2.1 Emergency Lighting (PEEL-1, PEEL-2)

Automatic emergency lighting is installed in areas containing MAC III equipment that covers all areas necessary to maintain mission or business essential functions, to include emergency exits and evacuation routes.

	Location
	Emergency Lighting (Y/N)

	Front and rear building exits
	Yes

	Work areas path to exits
	Yes


2.2 Humidity Controls (PEHC-1, PEHC-2)

Humidity controls have been implemented to protect against humidity fluctuations in all areas containing MAC III equipment.

	Location
	Humidity Controls (Y/N)

	<CLIENT NAME> server room
	Yes

	
	


2.3 Temperature Controls (PETC-1, PETC-2)

Temperature controls have been implemented to protect against temperature fluctuations in all areas containing MAC III equipment.

	Location
	Temperature Controls (Y/N)

	<CLIENT NAME> Server Room
	Yes

	
	


2.4 Environmental Control Training (PETN-1)
<CLIENT NAME> employees receive environmental control training when hired, and annually as follows:
	Trainer
	Training Date

	
	

	
	


3. Fire safety

3.1 Fire Detection (PEFD-1, PEFD-2)

Capabilities have been installed to allow the servicing fire department to receive an automatic notification of any activation of the smoke detection or fire suppression system.

	Location
	Detection Method
	Fire Detection (Y/N)

	 Server Room
	Temperature/Smoke
	Yes

	
	
	


3.2 Fire Inspection (PEFI-1)

Fire safety inspections are scheduled to occur at least annually by a Fire Marshall. The following deficiencies have been recorded and corrected or are scheduled to be corrected as notated below. If no deficiencies were found the “Deficiency” column is recorded as “None.” 

	Inspection Date
	Deficiency
	Correction Date

	
	
	

	
	
	


3.3 Fire Suppression System (PEFS-1, PEFS-2)

Automatic fire suppression systems have been installed to protect the following locations:

	Location
	Rating
	Type
	Detection Method

	 Server Room
	
	Water Sprinkler
	Temperature

	
	
	
	


4. Power controls

4.1 Master Power Switch (PEMS-1)

A master power switch or emergency power switch has been installed in the following locations:

	Location
	Marking
	Type
	Protection Method

	None
	None
	None
	None

	
	
	
	


4.2 Voltage Regulators (PEVR-1)

Voltage regulators have been installed to protect against voltage spikes and fluctuations in the following areas: 

	Location
	Equipment Protected
	Type
	Rating

	Server Room
	<NAME>
	<NAME>
	880 Joules

0.3% IEEE surge let-through

zero clamping response time 

 meets UL 1449

	Server Room
	<NAME>
	<NAME>
	320 Joules

0.3% IEEE surge let-through

zero clamping response time 

 meets UL 1449

	Server Room
	<NAME>
	<NAME>
	6500A peak

IEEE 587B and ANSI C62.41


5. Data access

5.1 Screen Lock (PESL-1)

All terminals have been configured to log off automatically id left unattended for over 15 minutes, except for those supporting functions that require an extended time to complete, listed below:

	Location
	Terminal Identifier
	Function Supported
	Screen Lock Time

	Server Room
	<NAME>
	System Administration
	10 minutes

	
	
	
	


5.2 Clearing and Sanitizing (PECS-1, PECS-2)

Procedures have been implemented to clear and sanitize documents, equipment and machine readable media containing sensitive data before release outside of the DoD.

	Media
	Data Sensitivity
	Method

	Hard drives
	Sensitive
	Microsoft sdelete

	
	
	


5.3 Data Interception (PEDI-1)

	Location
	Terminal Identifier
	Function Supported
	Visible Area Control

	Server Room
	<NAME>
	System Administration
	<CLIENT NAME> Employees Escorted Visitors

	Office Ares
	<NAME>
	Application Support
	<CLIENT NAME> Employees Escorted Visitors


6. physical access

6.1 Access to Computing Facilities (PECF-1, PECF-2)
SECRET clearance required for <CLIENT NAME> employee access to <CLIENT NAME> server room. Uncleared/non-<CLIENT NAME> personnel must be escorted by cleared <CLIENT NAME> employee.
6.2 Physical Protection of Facilities (PEPF-1, PEPF-2)
	Location
	Security Mechanism
	Access Granted To
	Record

	Server Room
	Simplex Lock
	Cleared <CLIENT NAME> Employees
	Server Room Log

	<CLIENT NAME> Offices-working hours
	Receptionist Challenge
	Escorted non-<CLIENT NAME> personnel
	Sign In/Sign Out Sheet

	<CLIENT NAME> Offices-non-working hours
	Proximity Card Key/Magnetic Lock
	<CLIENT NAME> Employees
	Proxmity Card Log


6.3 Physical Security Testing (PEPS-1)

<DESCRIBE>
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