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executive summary

The following table lists the DoDI 8500.2 IA Controls that are satisfied through this artifact.

	IA Control Number
	IA Control Name

	EBPW-1
	Public WAN Connection

	ECIC-1
	Interconnections among DoD Systems and Enclaves

	EBCR-1
	Connection Rules

	DCID-1
	Interconnection Documentation

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


1. introduction

Connections between <SYSTEM NAME> and external systems, whether public or DoD, provide a means of entry and access to system data that must be protected as per DoDI 8500.2. The Interconnections Artifact provides information as to how <SYSTEM NAME> external connections are created, maintained and protected, as well as responsibilities and processes that pertain to connections between <SYSTEM NAME> systems and systems external to <SYSTEM NAME>.
2. Public WAN Connection (EBPW-1)

Connections between DoD enclaves and the Internet or other public or commercial wide area networks require a demilitarized zone to insure risk to DOD Systems is minimized. 

Does this system utilize a DMZ  architecture to mitigate the threat of external access?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No (explain)
3. Interconnections among DoD Systems and Enclaves (ECIC-1, DCID-1)

Discretionary access controls are a sufficient IA mechanism for connecting DoD information systems operating at the same classification, but with different need-to-know access rules. The following table lists external connections, data sensitivity, and security controls used to minimize risk. 

	Source
	Destination
	Mechanism
	Data Exchanged
	Security Controls
	Data Sensitivity

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


4. Connection Rules (EBCR-1, DCID-1)

4.1 Current ATC or IATC
Is the system operating under a current IATC or ATC?

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No (explain)
<SYSTEM NAME> is currently under evaluation for an ATC
4.2 Interconnection Process

<SYSTEM NAME> uses the Interconnection Security Agreement template, to insure that system security is preserved, and that all roles and responsibilities are understood by both parties that participate in enclave to enclave communications.  
Current Interconnection agreements are listed in the following table:
	Organization
	Document
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