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executive summary

The following table lists the DoDI 8500.2 IA Controls that are satisfied through this artifact.

	IA Control Number
	IA Control Name

	IAIA-1, IAIA-2
	Individual Identification and Authentication

	IAAC-1
	Account Control

	IAGA-1
	Group Authentication

	ECPA-1
	Privileged Account Control

	ECCD-1, ECCD-2
	Changes to Data

	ECAN-1
	Access for Need-to-Know

	ECLP-1
	Least Privilege

	ECRC-1
	Resource Control

	ECLO-1, ECLO-2
	Logon

	ECWM-1
	Warning Message


1. overview

<INSERT SYSTEM OVERVIEW>
2. User Account Registration (IAIA-1, IAIA-2)
Initial end-user registration is performed in a standard web-based application manner. Prospective users navigate to the login page of the area they want access to, and select register new account.” The system prompts the user to provide contact information, new user name, and password, which is checked for minimum complexity requirements (detailed below.) Users who possess the “administrator” role within the application then receive an email detailing the new user request. Based on the information submitted the user in the “administrator” role can then deny or approve the application through a web interface, after verifying the contact information and validity of the request through manual procedures. Users in the administrative role can promote regular users to the administrative role, as can database administrators through manual manipulation of the database.
3. Identification and authentication architecture (IAIA-1, ECCD-1, ECCD-2, ECAN-1, ECLP-1, ECRC-1, ECLO-1, ECLO-2)
3.1 Group Authentication (IAGA-1)

Does the system use group authenticators?

 FORMCHECKBOX 
 No

 FORMCHECKBOX 
 Yes (explain)

 FORMCHECKBOX 
 PKI-Based

 FORMCHECKBOX 
 Approved by DAA
4. Account Management (IAAC-1, ECPA-1)

4.1 User Account Creation

<SYSTEM NAME> IT operations staff utilizes roles to assign access and privileges to all systems and applications within <SYSTEM NAME> IT. This allows users to be added to the systems without manually setting individual security permissions, creating an efficient user creation process, as well as a security baseline for different levels of access.
Current system roles can be divided into system roles, which give permissions to the operating systems and network functionality the <SYSTEM NAME> IT application, and application roles, which are assigned and utilized within the application itself.

4.1.1 System Roles

The following roles are currently defined within Active Directory:

· <LIST>
4.1.2 Application Roles

· User-The User Role allows end-users to exercise base system functionality 
· Administrator-This role allows end-users to approve new users, disable existing users, and promote users to the administrator role
Roles are used to assign permissions to day-to-day accounts for <SYSTEM NAME> users and IT staff. If a user has a requirement for special access rights and permissions, this request is raised as part of a further request for change (RFC) that the change manager or CCB considers.

4.2 User Account Modification

<SYSTEM NAME> has implemented the ability for users to request and make common changes (such as contact information, password,) themselves without the need for service-desk involvement.

Application Administrators have the ability to disable application accounts, and promote users to the administrator role for the application.
All other changes to the user account will need to be considered and approved either by the change manager or by the CCB. A criterion has been established to determine which change requests can be authorized by the change manager and which must be escalated to the CCB.

4.3 User Account Deletion

<SYSTEM NAME> ensures that all accounts and permissions for the user are removed from Active Directory, file system, databases, and any applications. In this respect, the change manager or the CCB should consider all user account deletion requests. Although the change will be approved, it is important to understand the implications of the change on the production environment. If an administrator is leaving the organization, for example, the change management team will need to ensure that someone will be responsible for carrying out that person’s duties.
5. <SYSTEM NAME> Identification and Authentication options
5.1 Application

<DESCRIBE>
5.1.1 Password Criteria

The following table describes the password criteria implemented within the <SYSTEM NAME> custom software. 

	I&A Subsystem
	Setting
	Value
	Description

	<NAME>
	Enforce password history
	10 passwords remembered
	Determines the number of unique new passwords that must be associated with a user account before it is possible to reuse an old password

	
	Maximum password age
	90 Days
	Defines the period in which a password may be used before it expires

	
	Minimum password length
	12 Characters
	Ensures that passwords have at least a specified number of characters

	
	Password Complexity Requirements
	2 alpha upper, 2 alpha lower, 2 numeric, 2 special
	Checks all new passwords when they are created to ensure that they meet complexity requirements

	
	Password Encryption
	Seeded SHA-1
	Type of encryption used to store passwords

	<NAME>
	Enforce password history
	none
	Determines the number of unique new passwords that must be associated with a user account before it is possible to reuse an old password

	
	Maximum password age
	none
	Defines the period in which a password may be used before it expires

	
	Minimum password length
	12 Characters
	Ensures that passwords have at least a specified number of characters

	
	Password Complexity Requirements
	2 alpha upper, 2 alpha lower, 2 numeric, 2 special
	Checks all new passwords when they are created to ensure that they meet complexity requirements

	
	Password Encryption
	Seeded SHA-1
	Type of encryption used to store passwords

	<NAME>
	Enforce password history
	10 passwords remembered
	Determines the number of unique new passwords that must be associated with a user account before it is possible to reuse an old password

	
	Maximum password age
	90 Days
	Defines the period in which a password may be used before it expires

	
	Minimum password length
	12 Characters
	Ensures that passwords have at least a specified number of characters

	
	Password Complexity Requirements
	2 alpha upper, 2 alpha lower, 2 numeric, 2 special
	Checks all new passwords when they are created to ensure that they meet complexity requirements

	
	Password Encryption
	Seeded SHA-1
	Type of encryption used to store passwords


5.2 Account Lockout

Account lockout policy is a security feature that locks a user account after a number of failed logon attempts occur within a specified time period. The number of attempts that are allowed and the time period are hard coded in to the application I&A subsystem, which is programmed to disable accounts after a preset number of failed logins as a response to potential attacks. The following table includes the account lockout settings for the <SYSTEM NAME> application:
	I&A Subsystem
	Setting
	Value
	Description

	<NAME>
	Account lockout duration
	none
	Determines the length of time before an account is unlocked and a

user can try to log on again

	
	Account lockout threshold
	none
	Determines the number of attempts that a user can make to log on to an account before it is locked

	
	Reset account lockout counter
	none
	Determines the length of time before the Account lockout threshold resets to 0 and the account is unlocked

	<NAME>
	Account lockout duration
	none
	Determines the length of time before an account is unlocked and a

user can try to log on again

	
	Account lockout threshold
	none
	Determines the number of attempts that a user can make to log on to an account before it is locked

	
	Reset account lockout counter
	none
	Determines the length of time before the Account lockout threshold resets to 0 and the account is unlocked

	<NAME>
	Account lockout duration
	30 Minutes
	Determines the length of time before an account is unlocked and a

user can try to log on again

	
	Account lockout threshold
	3 Invalid attempts
	Determines the number of attempts that a user can make to log on to an account before it is locked

	
	Reset account lockout counter
	30 Minutes
	Determines the length of time before the Account lockout threshold resets to 0 and the account is unlocked


5.3 Server Devices

<SYSTEM NAME> utilizes Microsoft Active Directory for local system account management. Active Directory has been implemented on two domain controllers. The Active Directory account policies are configured in accordance with DISA Gold Disk requirements as described below: Settings at this level address common security requirements, such as account and password policies that must be enforced for all servers in the domain
5.3.1 Password Criteria
The following table includes the password policy settings for the <SYSTEM NAME> Windows Servers. Password policy settings are configured in the following location in the Group Policy Object Editor: Computer Configuration\Windows Settings\Security Settings\Account Policies\Password Policy
	Setting
	Value
	Description

	Enforce password history
	24 passwords remembered
	Determines the number of unique new passwords that must be associated with a user account before it is possible to reuse an old password

	Maximum password age
	42 Days
	Defines the period in which a password may be used before it expires

	Minimum password age
	1 Day
	Determines the number of days that a password must be used before a user can change it

	Minimum password length
	8 Characters
	Ensures that passwords have at least a specified number of characters

	Password must meet complexity requirements
	Enabled
	Checks all new passwords when they are created to ensure that they meet complexity requirements

	Store password using reversible encryption
	Disabled
	Determines whether the operating system uses reversible encryption to store passwords


5.3.2 Account Lockout

Account lockout policy is a security feature that locks a user account after a number of failed logon attempts occur within a specified time period. The number of attempts that are allowed and the time period are based on the values that are configured for the policy. Windows Server tracks logon attempts, and the server software is configured to disable accounts after a preset number of failed logins as a response to potential attacks. The following table includes the account lockout settings for the <SYSTEM NAME> Windows Servers:
	Setting
	Value
	Description

	Account lockout duration
	30 Minutes
	Determines the length of time before an account is unlocked and a

user can try to log on again

	Account lockout threshold
	3 Invalid attempts
	Determines the number of attempts that a user can make to log on to an account before it is locked

	Reset account lockout counter
	30 Minutes
	Determines the length of time before the Account lockout threshold resets to 0 and the account is unlocked


5.4 Network Devices

<SYSTEM NAME> utilizes the Microsoft Windows 2003 Internet Authentication Service (IAS) as a RADIUS server to perform centralized connection authentication, authorization, and accounting for the following network devices:

· <NAME>
· <NAME>
· <NAME>
The IAS RADIUS Server resides on the internal AD Domain Controller, which contains a Windows Group, named “<NAME>” that contains the User accounts of the authorized network device administrators. The IAS RADIUS user accounts follow the password requirements of the DISA Windows Security Technical Implementation Guide (STIG), discussed in Section 3.2. The IAS RADIUS will ensure enforcement of assigned policies by allowing network administrators to control the following:

· Who can log into the network devices 

· The privileges each user has in the network

· Recorded security audit or account information
The <SYSTEM NAME> IAS RADIUS solution extends access security by combining authentication, user and administrator access, and policy control from a centralized identity networking framework, thereby allowing greater flexibility and mobility, increased security, and user productivity gains.
When an authorized Administrator attempts to log on to the <SYSTEM NAME> network device, the device will forward the authentication request to the IAS RADIUS server as depicted in the below diagram:

<INSERT DIAGRAM>
RADIUS messages are sent as User Datagram Protocol (UDP) messages. UDP port 1812 is used for RADIUS authentication messages and UDP port 1813 is used for RADIUS accounting messages. The following RADIUS message types are supported by the <SYSTEM NAME> IAS RADIUS solution:
· Access-Request -- Sent by a RADIUS client to request authentication and authorization for a connection attempt.  

· Access-Accept -- Sent by a RADIUS server in response to an Access-Request message. This message informs the RADIUS client that the connection attempt is authenticated and authorized.  

· Access-Reject -- Sent by a RADIUS server in response to an Access-Request message. This message informs the RADIUS client that the connection attempt is rejected. A RADIUS server sends this message if either the credentials are not authentic or the connection attempt is not authorized.  

· Access-Challenge -- Sent by a RADIUS server in response to an Access-Request message. This message is a challenge to the RADIUS client that requires a response.  

· Accounting-Request -- Sent by a RADIUS client to specify accounting information for a connection that was accepted.  

· Accounting-Response --Sent by the RADIUS server in response to the Accounting-Request message. This message acknowledges the successful receipt and processing of the Accounting-Request message
6. Warning Message (ECWM-1)

<SYSTEM NAME> has implemented the below warning message on all devices that allow authentication:

** WARNING **

This is a Department of Defense computer system. This computer system, including all related equipment, networks, and network devices (specifically including internet access), is provided only for authorized U.S.Government use. DOD computer systems may be monitored for all lawful purposes, including to ensure their use is authorized, for management of the system, to facilitate protection against unauthorized access, and to verify security procedures, survivability, and operational security. Monitoring includes active attacks by authorized DOD entities to test or verify the security of this system. During monitoring, information may be examined, recorded, copied, and used for authorized purposes. All information, including personal information, placed on or sent over this system, may be monitored. Use of this DOD computer system, authorized or unauthorized, constitutes consent to monitoring of this system. Unauthorized use may subject you to criminal prosecution. Evidence of unauthorized use collected during monitoring may be used for administrative, criminal, or other adverse action. Use of this system constitutes consent to monitoring for these purposes.
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