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executive summary

The following table lists the DoDI 8500.2 IA Controls that are satisfied through this artifact.

	IA Control Number
	IA Control Name

	DCIT-1
	IA for IT Services

	DCMC-1
	Mobile Code

	DCPB-1
	IA Program and Budget

	DCSD-1
	IA Documentation

	DCDS-1
	Dedicated IA Services

	DCSR-1

DCSR-2

DCSR-3
	Specified Robustness – Basic

Specified Robustness – Medium

Specified Robustness - High

	DCAS-1
	Acquisition Standards

	DCIT-1
	IA for IT Services


1. introduction

It is DoD policy that Information Assurance (IA) shall be implemented in all system and services acquisitions at levels appropriate to the system characteristics and requirements throughout the entire life cycle of the acquisition.

All Automated Information System (AIS) applications shall employ Information Systems Security Engineering (ISSE) as part of the acquisition process. Those AIS applications that undergo a system engineering process should initiate ISSE in parallel to ensure IA is built into the AIS application. Considering IA objectives, requirements, functions, architecture, design, testing, and implementation in conjunction with the corresponding system engineering analogues allows IA to be optimized based on the technical and non-technical considerations of the individual AIS application.
This artifact ensures compliance with the DoDI 8500.2 IA Control requirements under the IA Acquisition category.
2. IA for IT Services (DCIT-1, DCDS-1)

Outsourced IT services must address Government, service provider, and/or end user IA roles and responsibilities. Furthermore, outsourced IA services, such as incident monitoring, analysis and response; operation of IA devices, such as firewalls; or key management services must be supported by a formal risk analysis and approved by the DoD Component CIO.
Does this system outsource IT services?

 FORMCHECKBOX 
 No

 FORMCHECKBOX 
 Yes (complete below table)
	Outsourced Function
	Outsourcing Vendor
	IA Function?
	Roles/Requirements

Defined
	Risk Assessment

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


3. IA Program and Budget (DCPB-1)

Does the program and budget documentation have a discreet line item for Information Assurance?

 FORMCHECKBOX 
 No

 FORMCHECKBOX 
 Yes (complete below table)
.
	Document
	Page/Section/Line Number

	I-Assure DIACAP Proposal
	Entire document

	
	

	
	

	
	


4. IA Documentation (DCSD-1)

The following table lists the IA roles and appointed personnel

	Role
	Name
	Clearance
	IT Designation
	Trained?

	DAA
	
	
	
	

	CA
	
	
	
	

	IAM
	
	
	
	


5. Specified Robustness (DCAS-1, DCSR-1, DCSR-2, DCSR-3)

The acquisition of all IA- and IA-enabled GOTS IT products is limited to products that have been evaluated by the NSA or in accordance with NSA-approved processes. The acquisition of all IA- and IA-enabled COTS IT products is limited to products that have been evaluated or validated through one of the following sources - the International Common Criteria (CC) for Information Security Technology Evaluation Mutual Recognition Arrangement, the NIAP Evaluation and Validation Program, or the FIPS validation program.
	IT Product
	Function
	FIPS Evaluation
	EAL

	<NAME>
	Operating System
	yes
	EAL 4+

	<NAME>
	Firewall
	yes
	EAL 4+

	
	
	
	


6. Mobile Code (DCMC-1)

Mobile code is defined as, “Software modules obtained from remote systems, transferred across a network, and then downloaded and executed on local systems without explicit installation or execution by the recipient.

This section defines the DoD mobile code risk categories, describes their characteristics, and establishes restrictions for the acquisition (to include development) and use of mobile code technologies assigned to each risk category.  It also establishes restrictions on the use of mobile code in email and emerging mobile code technologies.
Does the application use Mobile Code technology?

 FORMCHECKBOX 
 No

 FORMCHECKBOX 
 Yes (complete below table)
	Software Name
	Category
	Emerging?
	Signed?
	Risk Assessment
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